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About Civitas ID

Civitas ID is a 501(c)(3) nonprofit building open-source digital
credential infrastructure for migrant, marginalized, and displaced
communities globally.

Civitas ID’s mission is to turn documentation from an economic barrier into an institutionally recognized
bridge to opportunity and integration.

The organization’s vision is a world where everyone can prove who they are and what they have done,

wherever they are.

Civitas ID has assembled a global ecosystem of humanitarian, academic, financial, technology, and legal
partners across deployment corridors in Colombia and Kenya. Learn more at civitasid.org.
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01 Executive Summary

Civitas ID addresses the foundational infrastructure gap that
excludes marginalized and displaced groups from socioeconomic
integration.

For these populations, essential identity records are frequently missing, invalid, or unrecognized by formal
bodies. This lack of verifiable documentation creates a cascading barrier to critical services, from opening
financial accounts and securing employment to maintaining legal status or transferring historical records

across borders.

To overcome these obstacles, Civitas ID provides digital public infrastructure, to be published under an
open-source license, that empowers individuals with a digital wallet designed to transform fragmented life
documents—like refugee and migrant identity cards, residency permits and work records—into a unified,
user-controlled identity. Our platform doesn't just store documents; it will actively orchestrate the steps
required for a person to reach their life goals, from opening a bank account to securing a job.

This white paper articulates the technical challenges Civitas ID must overcome in order to be successful,
and the way in which we plan to address those challenges. As such, it describes the infrastructure we are
building: the target design toward which our work through 2027 is directed. The current status of each

component, and our roadmap, are published on our website.
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02 The Infrastructure Gap

By the end of 2025, 117.8 million people were forcibly displaced worldwide—roughly one in every 70 people
globally (UNHCR, 2026). The majority are hosted in low- and middle-income nations, and over one billion
people could be at threat of displacement by 2050 from ecological threats, conflict, and civil unrest (IEP,
2020).

The barriers preventing the sustainable inclusion of these displaced populations are systemic. At the
humanitarian, strategic, and technical levels, the existing infrastructure meant to support economic
participation for displaced and underserved populations is largely absent, inadequate, or structurally

misaligned with the communities it serves.

21 The Humanitarian and Economic Problem

The Documentation Wall

Displaced populations face a "documentation wall" that traps them in a cycle of economic exclusion. This
is not a single issue, but a compounding systemic failure that prevents participation in formal society. The

barrier manifests in three primary ways:

a The Verification Gap (Trust Failure): Displaced populations often lack documentation that formal
institutions (banks, employers, universities) recognize. Even when valid documents exist, these
institutions lack the infrastructure or regulatory clarity to verify them. Without a reliable way to verify
status, financial institutions—constrained by KYC regulations—are often forced to reject applicants,

effectively locking them out of entry-level financial services.

A person with valid documents Eancalinsrition

S P O

an account digital checks don't work for a refugee ID
refugee ID tax ID proof of address staff don't know if a refugee ID is acceptable

compliance liability risk Declined
locked out of entry-
defaults to the most risk-averse posture level financial services

Figure 1. The verification gap: a person holds valid documents, but the institution has no reliable way to check them and,
under KYC rules, takes the most risk-averse course and declines.
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e The Foundational Bottleneck (The Chain Problem): Life credentials—such as tax registration
numbers, health insurance, work permits, and education records—are locked behind a "foundational”
document (e.g., a refugee ID or residency permit). Because this foundational layer is often slow,
oversubscribed, or administratively unpredictable, a single lapse or delay here creates a cascade of
failure. A user cannot obtain secondary credentials without the first, making the entire chain of
economic participation impossible to initiate or maintain.

While the foundational document is valid When it lapses or is delayed
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every link holds: services stay open one lapse cascades: access is lost

Figure 2. The foundational bottleneck: every derived credential, and the services behind it, hangs on one foundational
document. While it is valid the chain holds; when it lapses, everything that depends on it fails with it.

e The Portability Failure (Human Capital Loss): When legal status changes, borders are crossed, or an
administrative error occurs, the "chain” breaks. Previous employment records, educational
achievements, and financial histories are rarely recognized by the next institution and jurisdiction. As
a result, the displaced person is forced to restart as a "stranger” at every new interaction, despite the

skills and economic value they have already demonstrated.

Country A: records recognized

( health %( education %
O Vv v, croslses O
( finance 9 ( work 9 R
- -
|
I

Country B: the same records, not recognized

years of verified history restarts as a stranger at every interaction

border

Figure 3. The portability failure: the same records that are recognized on one side of a border are not recognized on the other,
and the person starts again as a stranger.
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This is a structural market failure. Because each credential relies on the one before it, a single bureaucratic
error forces the user back to the beginning of the chain, losing access to services they were previously
eligible for. This system does not just create administrative friction—it systematically fails to mobilize the
human capital that displaced populations have already accumulated, and it is a primary driver of the

humanitarian aid-dependency trap described below.

The Aid Dependency Trap

The humanitarian model for supporting displaced populations is under extreme structural stress. Despite
the efforts of organizations like WFP, UNHCR, IOM and international NGOs to deliver critical cash transfers
and in-kind services, the existing system was never designed to provide indefinite support at the current
scale. Donor funding has failed to keep pace with a displacement crisis that has doubled in the last decade
(International Rescue Committee, 2026). The consequences are stark: rationing cuts in major camps like
Dadaab (The New Humanitarian, 2025) and drastic reductions in per-refugee support costs in Uganda
(Kisembo and Luyiga, 2026) are no longer anomalies, but symptoms of a model that is structurally buckling
under its own weight.

A decade ago Today
humanitarian less humanitarian
funding funding
ten years
>
people forcibly displaced twice as many people
more support for each person less support reaches each person

Figure 4. The aid dependency trap: displacement has doubled in a decade (International Rescue Committee, 2026) while aid
is contracting rapidly (The New Humanitarian, 2025; Kisembo and Luyiga, 2026), so less support reaches each person.

This system is not only underfunded; it is fundamentally misaligned with the economic potential of the
people it serves. We must shift the paradigm from managing dependency to fostering self-sufficiency,
which is not merely a humanitarian ideal but a sound economic strategy. Evidence consistently shows that
when displaced populations gain access to work and participate in formal markets, they become net
contributors to local and national economies. For example, Venezuelan migrants in Colombia generated
$529 million in direct and indirect taxes in 2022, against roughly $494 million of health and education
spending for that same population (Licheri et al., 2024). Similarly, research indicates that refugees in the

U.S. become net fiscal contributors within eight years of arrival (Clemens, 2017).
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Colombia, 2022: Venezuelan migrants
$529 million in taxes generated
against about $494 million of health and education spending

earn, spend and pay taxes

Figure 5. From dependency to contribution: with access to work and formal markets, people need less aid and pay taxes to
the host state. In Colombia in 2022, Venezuelan migrants generated $529 million in taxes against roughly $494 million of
health and education spending (Licheri et al., 2024).

The target set by the UNHCR High Commissioner—to more than halve the number of refugees in long-term
displacement who rely on humanitarian assistance over the next decade (UN News, 2026)—is not an
impossible ambition. However, it requires a structural pivot: replacing aid-dependency with the digital
infrastructure necessary to mobilize the human capital that displaced populations already possess.

The Structural Market Failure and Lack of Trust Infrastructure

The private sector is currently sidelined by a trust gap that prevents it from serving migrant and displaced
populations—even though these represent underserved markets with significant economic activity and
remittance flows. This failure is driven by three primary operational gaps:

The Verification Cost Gap: The burden of verifying non-standard, fragmented documentation is prohibitively

expensive, forcing service providers to either absorb the cost or exclude the applicant.

The Compliance/KYC Barrier: Financial institutions, governed by strict KYC/AML regulations, face
significant liability when verifying non-traditional identity documents. Without trusted, standardized
verification, these institutions must default to rejection.

The Risk Assessment Gap: With thin or non-existent credit files and no formal employment history,
traditional risk models are unreliable, making it impossible for providers to offer credit or services at a
sustainable risk-adjusted price.

This disconnect results in the systemic exclusion of marginalized and displaced populations from formal
financial and labor markets (Zhang, 2023), representing a significant and ongoing loss of human capital
and economic opportunity for both these communities and the host nations.

Because the foundational trust infrastructure required to mitigate these risks does not exist, the market

fails: private actors who might profitably serve this population cannot do so at acceptable risk and cost.
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22 The Strategic Problem

Why Previous Approaches Have Failed

Digital identity initiatives for displaced populations have a poor track record. Technically capable systems
often fail to achieve adoption at scale, and advocacy initiatives often lack technical and commercial

capability.

Non-profit and multilateral approaches hold policy credibility, programmatic impact and institutional trust,
but are constrained by funding and capacity limitations, commercial and legal constraints, and governance
requirements that make it difficult to move at the speed the market requires. In addition, many
organizations have faced situations where data updating has become a bottleneck, as it depends on
individual staff members within each institution to manually maintain and refresh information. Over time,
these systems tend to become increasingly individualized, fragmented, and disconnected from one
another, reducing interoperability and limiting their usefulness for coordinated decision-making and private-
sector engagement.

Commercial approaches can achieve the technical and commercial capability the market needs, but are
often unable to serve the most vulnerable due to unprofitable economics, and struggle to earn the
institutional trust of regulators, governments, and multilateral organizations.

Neither model, operating alone, has solved the problem.

The Funding Model Shift

At the same time, the funding environment is changing in ways that create new opportunities. Major grant-
making institutions are shifting their digital infrastructure investments from project-specific deployments
toward reusable, open-source digital public infrastructure (DPI) that can be deployed repeatedly across
geographies and implementing partners. The logic is one of leverage: a dollar invested in core

infrastructure yields more than a dollar invested in a single deployment.

This shift has a corollary: the infrastructure being funded must be genuinely open, technically credible, and
governable at the DPI level. It cannot be a proprietary system whose openness is a policy commitment
rather than a technical and legal reality. And it must be accompanied by a credible path to commercial
sustainability, so that the infrastructure does not require permanent grant funding to function.

This shift is further amplified by the emergence of innovative financing models, such as Results-Based
Financing (RBF) and Pay-for-Success (PFS) frameworks, which are increasingly attracting private capital to
address deep-seated social challenges. By aligning financial returns with verified social outcomes—such as
successful job placement, financial account acquisition, or sustained economic participation—these
models bridge the gap between humanitarian objectives and commercial investment. Unlike traditional
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grant-based cycles, impact bonds and performance-linked capital provide a pathway to de-risk
development projects, allowing private investors to participate in solving complex, large-scale problems for
underserved populations while ensuring that funding is directed toward interventions that demonstrably
achieve measurable, high-impact results.

23 The Technology Problem

Progress on the development and acceptance of global standards in verifiable credentials and
decentralized identity has been real and significant. The W3C Verifiable Credentials Data Model v2.0
became a W3C Recommendation in May 2025 (W3C, 2025); OpenlD for Verifiable Credential Issuance and
OpenlD for Verifiable Presentations became final specifications in 2025 (OpenID Foundation, 2025a;
2025b); and SD-JWT, the selective disclosure format, was published as IETF RFC 9901 in November 2025
(Fett, Yasuda and Campbell, 2025).

The European Digital Identity Wallet builds on the two OpenlID protocols (European Commission, 2026a),
and the binding rules of July 2026 require an OpenlD4VP profile for remote presentation (European
Commission, 2026b). Under Regulation (EU) 2024/1183, private relying parties, other than micro and small
enterprises, that are required by law or contract to use strong user authentication for online identification
must accept the wallet at the user's request by 24 December 2027, thirty-six months after the
implementing acts took effect (European Parliament and Council, 2024, Article 5f; European Commission,
20244a; 2024b).

Concurrently, the US Financial Crimes Enforcement Network has clarified that US banks may rely on
verifiable digital credentials (VDCs) such as mobile driver's licenses to verify customers under the
Customer Identification Program (CIP) Rule, including both government-issued and third-party-issued
VDCs; for the latter, the bank remains responsible for ensuring that the third party authenticates to the
same level as the bank itself would (FInCEN, 2026a; 2026b).

Vendor support is real but uneven: Apple Wallet IDs are ISO 18013 mdocs (Apple, 2025), Android requests
credentials over OpenID4VP (Google, 2026), and Microsoft Entra Verified ID uses the Verifiable Credentials
Data Model v1.1 (Microsoft, 2024).

Standards maturity, however, does not automatically translate into utility. Seven infrastructure problems

persist that no combination of standards alone resolves.

Participation Economics

Integration costs for verifiable credential (VC) infrastructure remain high and rise with system complexity.
Al tooling is reducing development time meaningfully, and abstraction layers are improving — but the
organizations with the greatest social incentive to adopt VCs (governments, community lenders,
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municipalities, humanitarian agencies, local employers) tend to lack the human resources required to
deploy and maintain credential infrastructure at scale. Public-sector and non-profit issuers also lack clearly
articulated incentives. Consequently, the reuse dividend — the reduction in cost-to-onboard from verifying
attributes once and reusing them across institutions — remains substantially unrealized for digital public

services.

Discovery, Navigation and Interoperability

Over 100 DID methods are registered (W3C, no date), and multiple credential formats — JSON-LD, JSON-LD
BBS+, SD-JWT, AnonCreds, mDoc — coexist across ecosystems with different governance models, trust
registries, and protocol stacks. A technically valid credential is functionally worthless when a user cannot
identify which wallet to use, which credentials are accepted where, and what sequence of institutional
interactions is required to reach a goal. The problem is equally acute at the institutional level: different
ecosystems use different exchange protocols, credential types and trust models, meaning verifiers require
custom integration wrappers. This is particularly complex when bridging government registries,
humanitarian systems, and private financial service providers. No dominant discovery mechanism spans
the major ecosystems, and interoperability at the implementation layer requires an infrastructural response,
not just better standards.

City A City B
O - — O : :
() () ’
city services mobile ID - ISO mdoc mobile ID - ISO mdoc city services
issue a mobile ID read only SD-JWT VC

over OpenlD4VP

Which wallet? Which credential? Accepted where?

issued here, accepted here Nothing tells the person or the institution.

Figure 6. Discovery and navigation: a credential that is valid in the city that issued it is of no use in a city whose services read
a different format, and nothing tells the person which credential is accepted where.

Governance Fragmentation

Governance frameworks — trust models, credential schemas, liability agreements, accreditation processes,
revocation policies — are developing in parallel rather than federating. Technology advances often move
faster than regulatory frameworks, which often affects the readiness of third parties to accept verifiable
digital credentials. For populations governed by evolving legal status, credential governance must specify
how a credential survives transitions from one issuing authority to another, one document type to another,

or one governing jurisdiction to another.
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User Experience

Research on digital identity wallet UX consistently finds that users struggle to understand what a credential
wallet does, which credentials to acquire, where those credentials can be used, and what to do when a flow
fails (Korir, Parkin and Dunphy, 2022; Sartor et al., 2022; Sauer et al., 2024). Users do not think "l need to
prove my identity"; they think "l want to open an account" or "l want to qualify for this subsidy". Displaced
and marginalized populations tend to be asked for the same information at every public, non-profit or
private service interaction, and often with limited feedback. Most deployed wallets are static repositories
and don't provide a model of what the user is trying to accomplish.

Credential Chain Continuity

One of the most persistent failures of existing identity systems for mobile, displaced and marginalized
populations is the absence of continuity: credentials that expire, documents that change form as legal
status evolves, and verification systems that treat each document as a standalone artifact rather than part
of an ongoing identity record. A person who has built a verified history with one document must effectively
start over each time their status changes — losing service access and being forced into account
duplication and re-verification processes.

Trust

Cryptographic verification confirms a credential's integrity, not that it accurately reflects the holder's current
real-world situation. Effective trust assurance requires a clear governance framework and context-aware
analysis alongside cryptographic checks. Credentials may be technically valid but outdated, issued under
processes that are not acceptable to a verifier, or issued by an entity that is no longer recognized in a trust

registry.

Privacy

Current credential standards and types provide strong primitives for selective disclosure and unlinkability.
The EUDI ecosystem has not yet adopted anonymous credentials and zero-knowledge proofs at scale
(Baum et al., 2024; European Commission, 2025). Where verifiers face compliance requirements, there is
structural pressure toward full disclosure. A gap remains between privacy technology and legal

practicability that requires deliberate infrastructure design.

Solving these integrated technical challenges—moving from standards to utility—is essential to unlocking
the material impact of inclusion and human mobility. By addressing participation economics, navigation,
and fragmented governance, we can move toward an infrastructure where users reach life goals through
verified history rather than remaining trapped by bureaucratic friction. How Civitas answers each of these

problems is set out in the sections that follow, and on our website, where readers can find more detail
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about our roadmap, the credential formats and exchange protocols and the cross-network recognition
model.
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03 Solution Overview

The Civitas platform addresses the systemic market failures described in Section 2 by deploying a privacy-
first digital public infrastructure (DPI) designed for economic participation. This solution is built on a
standards-based technical foundation, will orchestrate user goals, and will provide an artificial intelligence
layer that lowers the friction for vulnerable populations and third-party service providers to connect.

Civitas builds on the vast work that has been done in the last decade by the communities working on

standards, protocols, trust models and enabling technologies, as referenced throughout this white paper.

31 System Overview

The system involves four distinct categories of actors and is built from four components, each described in
Section 4:

Actors:

« Issuers: Entities authorized to create and sign credentials (e.g., government agencies, NGOs, financial
institutions).

« Holders: Individuals who manage their credentials on non-custodial wallets on their own devices.
« Verifiers: Entities that request and validate credential presentations (e.g., banks, employers).

» Ecosystem Administrators: Entities that most likely lead implementation of the technology and
governance framework.

Components:

« Civitas Consoles: In the Ecosystem Console an ecosystem administrator manages issuer/verifier
onboarding (KYB), third-party integrations, and governance enforcement. In the Service Console an
institution's owner sets up its services (Service Admin) and the institution defines what it issues and
verifies (Service Dashboard). The Ecosystem Console is designed not to store personal data or user-
level logs. The records an institution keeps about its own clients live in its Service Dashboard, in the

institution's own tenant.

o Credentialing Suite - Trust Infrastructure and Wallet: A non-custodial holder wallet and a public, on-
chain layer for governance-level data (Stellar/Soroban), in which the trust registry records which
institutions are recognized and institutions record which version of their DID logs, the signed histories
of their keys, they stand behind. The logs themselves, the credential schemas institutions publish under
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their own identifiers, and the status lists of credentials held by people stay off-chain. No PII, holder
identifiers, or credential content are written to the chain. Wallets exchange credentials directly with
each institution over the OpenlD for Verifiable Credentials protocols, with a separate pairwise identifier
for each relationship, so that interactions are private and verifiable without reliance on a central

database.

« Orchestration and Agentic Goal-Path Engine: Will manage user goal-path logic, converting a stated goal

into a sequence of credential interactions.

» Resource Center: A content platform that will connect directly to the wallet, so that a person can move

from information to action.

plans the whole path in advance open source under MPL 2.0 same standards everywhere

Holder wallet Issuers and verifiers Institution's own host
i0S / Android - keys on device 0IDAVCI - OIDA4VP - DCQL Civitas plétform by dgfault - no-code publishes DID log off-chal‘n, default: the platform
SD-JWT VC - W3C VC 2.0 work in the Service Console did:webvh DID log
consent per presentation pairwise DID, unpublished self-hosting option - same open APIs and schemas schemas as attested resources
recovery phrase - encrypted backup own client records in own tenant signed status lists (IETF, W3C)
selective disclosure self-hosting possible
i
Lo thed issue / verify: attests the log version
; onthedevice registry check from the snapshot it stands behind
U L SRR A y
! . . R . \, b
| Goal-path engine + assistant ! Trust-layer services Stellar / Soroban | Other sub-networks !
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i
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Ecosystem Console Never on the ledger
institutions, credential types, rules holder identifiers - credentials - personal data
per-country administrators DID logs and schemas stay with the institution; the chain holds only

never people, never per-person logs registry entries and attestations of a log's version

Figure 7. The system on one page: the holder wallet, institutions on the platform, each institution's own host with its DID log
and schemas, the trust-layer services, the Stellar contracts, the two parts of the Civitas Consoles (the Service Console of
each institution and the Ecosystem Console) and other networks.

52 The Civitas Technical Foundation

Civitas is building a modular toolbox, to be released as open source, that transforms foundational

documentation into actionable economic assets.

Civitas Consoles: The Ecosystem Console, through which ecosystem administrators admit issuers and
verifiers, and the Service Console, through which an institution's owner creates its services (Service Admin)
and the institution defines the credentials it issues and the interactions it offers without writing code

(Service Dashboard).

Credentialing Suite - Trust Infrastructure and Wallet: Will issue each credential in the forms its verifiers
need: as an IETF SD-JWT VC, with its claims mapped to the W3C Verifiable Credentials (VC) 2.0 data

model, as a W3C VC 2.0 credential and, at a verifier's request, as a W3C VC 1.1 credential, all signed with
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the same issuing key. The suite will use the OID4VCI and OID4VP exchange protocols, and holders will
prove attributes (e.g., "l am over 18") without revealing extraneous information.

Within the suite, the Stellar/Soroban Trust Infrastructure provides a public, on-chain layer that holds only
governance-level, non-personal data: trust registry entries, and attestations in which institutions state
which version of their DID logs they stand behind. The DID logs themselves, which carry the institutions' key
histories, the credential schemas published under the institutions' own identifiers, and the status lists of
credentials held by people stay off-chain. No holder identifiers, no credentials, and no personally
identifiable information are written to the chain. Wallet-to-issuer and wallet-to-verifier interactions happen
directly between the two parties, encrypted, with a separate pairwise identifier for each relationship that is
never published to any registry. The system is designed so that it can assert, structurally rather than by
policy alone, that it is not a centralized store of data on vulnerable populations.

Orchestration and Agentic Goal-Path Engine: This engine will convert user goals into executable
sequences. By reasoning over wallet context and local service requirements, it will identify missing steps
and provide localized guidance. The engine will include an agentic layer—governed by strict, user-approved

delegation models—that can proactively manage credential expiry and execute authorized presentations.

Resource Center: A content platform that will connect directly to the wallet, enabling users to transition
from information to action (e.qg., initiating a microloan application directly from a service description)

without redundant data entry.
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04 The Civitas Open-Source Toolbox

The Civitas stack, to be released as open source, is designed around four components — the Civitas
Consoles, a credentialing suite, an orchestration and agentic goal-path engine, and a content platform with
wallet connectivity, the Resource Center — that will be deployable together or independently. A government
will be able to adopt the credentialing suite on its own, connecting it to existing case-management
systems. An NGO will be able to deploy only the Resource Center, connecting it to third-party wallet
infrastructure. A multilateral will be able to take the full stack as a reference implementation and localize it
for a new geography. The components will share common standards, governance tooling, and data models,
so they will be interoperable regardless of how they are combined. Together they will constitute the

infrastructure that transforms a valid credential from a stored document into a tool for reaching a life goal.

Civitas will be available to provide technical advisory and implementation support to implementing
partners, such as governments, multilaterals and NGOs, under separate advisory agreements.

41 Civitas Consoles

The Civitas Consoles are designed to address the key adoption challenges of verifiable credentials at the
application layer: governance, UX, interoperability across identity networks and wallet types. Their
governance tooling, integration marketplace, and interaction framework build on production-tested IP, and
the interaction framework includes the wallet's guidance to a missing credential. Through open standards,

the Consoles will work with multiple credential types and with any standards-compliant wallet (Section
6.2).

A lender, Horizon Bank, wants to serve displaced people through Civitas ID. It starts in the Service Admin, the part of the
Service Console in which an institution's owner sets up its services.

G The bank applies for its service - It proves control of its Stellar N

account

.......... — The owner of Horizon Bank

e i . . . =TT The bank names the account

: . applies in the Service Admin - P

T e that will identify it in the trust
= registry and proves control by

signing a transaction that is

never submitted

in five short sections, starting
with what people will see in
the wallet's catalog
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e It creates its own signed log

The owner creates the
service's DID log, the signed
history of its keys, and saves
a recovery file for it

o It submits the application

The ecosystem administrator admits Horizon Bank in the Ecosystem Console.

The administrator checks the

institution -

The application arrives with
its proven Stellar account and
its signed log. The ecosystem
administrator checks the
institution behind it (KYB),
then approves or rejects

e Recognition can be withdrawn

If an institution stops meeting the rules, the
administrator suspends or revokes it in the registry, and
it leaves the wallet's catalog

e The administrator approves it

The first log entry is signed
and travels with the
application. Nothing is
published if the application is
rejected

On approval the service is
registered automatically. The
bank now appears among the
institutions on the platform,
each with its trust-registry
status

In Horizon Bank's own Service Console: the bank configures its service in the Service Dashboard without writing code.

G It defines what it will issue

e It builds the interaction

mmmmmm

Schemas hold the institution's
own credential definitions,
each with its trust level. The
bank adds the Current
Account credential

"Open a current account”
names the credentials the
bank asks for and the
credential it issues in return
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a It finds the issuers it will rely on —

Discovery lists the other
services on the network, with
their identifiers and credential
types: an ID verification
service and an employer

° It asks only for what it needs —

For each required credential
the bank picks the attributes it
needs. The wallet reveals
those and nothing else




o It adds a condition, not a question — e The service is live

The bank asks only whether e “ . Every interaction appears in

the holder is 18 or over. It = ' the Service Dashboard's log

never receives the date of with its outcome. The holder

birth itself appears only as a pairwise
o= identifier

The Civitas platform architecture is built on a pluggable backend that utilizes Stellar and its Soroban smart-
contract platform as the reference implementation for institutional identity histories and trust registries.
Credentials will support selective disclosure in every form in which they are issued, and wallet interactions
will follow OID4VCI 1.0 and OID4VP 1.0, aligned with the OpenID4VC High Assurance Interoperability Profile
(HAIP), ensuring compatibility with global identity standards.

For use cases requiring threshold logic—such as proving that a value exceeds a specific threshold—the
platform will utilize issuer-side attribute bucketing. In this model, sensitive values are quantized into
predefined bands at the point of issuance, allowing the holder to selectively disclose the qualifying band at
presentation without revealing the underlying data. Zero-knowledge predicate proofs over the new formats
belong to the same research track as unlinkability, with the two approaches described in Section 4.7; until
that research concludes, banded claims are the platform's mechanism for thresholds.

Strategic Ledger Architecture

Civitas adopts a ledger backend to secure the platform's trust infrastructure, a decision driven by three
strategic advantages critical to the mission of socioeconomic integration.

First, the architecture is designed to ensure credible neutrality by removing the single-host dependency
implicit in web-hosted trust infrastructure. A shared registry on a permissionless public ledger will allow
national administrators to govern their own network’s registry independently. This will prevent Civitas or
any other party from acting as a centralized host or custodian, satisfying the sovereignty requirements
essential for government adoption.

Second, the ledger facilitates decentralized, decoupled verification. Any entity with network access will be
able to verify a Civitas-issued credential without calling a Civitas API: it checks the signature against the
keys in the institution's DID log and the status against a signed status list, both fetched as signed files from
the institution's host, which is the Civitas platform by default. With low operational costs and near-instant
finality, this approach provides a robust, resilient foundation designed to remain performant even in low-

resource deployments.

Third, the choice of the Stellar network enables Civitas to embed its trust fabric with established payments
infrastructure, including stablecoins, regulated anchors, and fiat on- and off-ramps already operating in

target corridors. By unifying credential verification and value movement on a single substrate, the platform
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will allow for complex financial flows—such as direct disbursements or group-lending escrow—to be gated
seamlessly by the same credentials a holder already carries.

Our application components will be programmable and API-friendly: no-code tools remain available for

partners with limited resources, while the platform is optimized for developers and system integrators.

The wallet will be fast, small, and capable of operating offline with low latency. Most importantly, the
orchestration backend will be built to move beyond simple, goal-oriented tasks to function as a wallet-
based agent that understands the user's specific context to proactively help them reach their goals. The
protocol layer throughout is the modern, industry-standard stack detailed in Section 4.7.

«2 Credentialing Suite: Trust Infrastructure and Wallet

The Holder Wallet

Holders use the Civitas ID App, a non-custodial mobile wallet for iOS and Android. All private keys and
credentials are generated and stored on the holder's device, in a hardware-backed secure enclave where
available. The wallet operator never holds a copy of a user's keys, and there is no server-side credential
store. Credentials stored in the wallet travel with the holder, to a new device and across sub-networks
(defined as independent deployments of Civitas technology). Credentials will also be readable by
standards-compliant verifiers, which obtain the issuer's keys from its DID log or its published issuer

metadata, without calling a Civitas API.

The wallet supports selective disclosure in every credential form, but the disclosure conditions for any
given credential interaction are set by the institutional verifier, rather than by the user. This design reflects
how regulated verification works: a financial institution operating under KYC/AML rules, or a government
agency enforcing eligibility criteria, defines what attributes must be disclosed for a given purpose. The
wallet enforces selective disclosure within those verifier-defined parameters, at the level of individual
attributes. Where the verifier's regulatory framework requires full disclosure, the wallet presents

accordingly.

Threshold conditions, for example proving that a user's income or age qualifies for a service without
disclosing the exact figures, will be handled through issuer-side bucketing: the issuer will quantize a
sensitive value into predefined bands at issuance, and the holder will selectively disclose only the qualifying
band at presentation, subject to the acceptance requirements of the verifier. This reduces a range-proof

requirement to a selective-disclosure operation that the standard credential formats support directly.

When credentials are presented, the user must proactively confirm sharing by proceeding through the
consent step in the wallet interface. This action-based consent is logged on-device. The wallet operates in
low-connectivity environments: credentials can be held offline, and will be presented offline, with

4. THE CIVITAS OPEN-SOURCE TOOLBOX




verification completed asynchronously when connectivity is restored. An exchange cut off by a dropped
connection will be safe to retry: a repeated request returns the credential already issued, never a second
one, and a lost response is recovered without the holder starting over. When an issuer needs time, for
example for a manual review, the wallet will show the credential as pending and collect it once it is ready.

Key recovery and wallet restoration are handled without a centralized holder registry. The wallet generates
a recovery phrase at setup. The phrase protects an encrypted backup of the wallet's keys and credentials,
kept in storage the holder controls, and the wallet will offer that backup when the first credential arrives and
with each new one. If a device is lost, the holder restores the wallet from the phrase together with that
backup. As an alternative to mnemonic management, the wallet could support a privacy-preserving
authentication technique that would serve as the recovery mechanism in place of a written phrase —
providing a lower-friction recovery path better suited to users who may struggle with mnemonic
management. For issuers and verifiers, a restored wallet resumes its existing relationships, and the
credentials restored with it remain valid and re-presentable.

A person who wants an account with Horizon Bank first sets up the wallet. The screens are illustrative.

° First launch — o A passcode —

The holder accepts the privacy policy ~ It protects the wallet on the device, and
ﬁ) before anything is created _— biometrics can be added
Dl
(D () ()
Welcome to Civitas ID \J ) <-)
(0)(5)(s)
0l0) Q

®

a The recovery phrase — ° Encrypted backup —

24 words, generated on the device, that ~  Kept in storage the holder controls, and
unlock the encrypted backup of the unlocked by the phrase
wallet's keys and credentials

uuuuuuuuuuuu
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o The service catalog — e Credentials on the device

B Horizon Bank is listed, with its standing ~+  Each credential is tied to the issuer that
in the trust registry signed it
% © o .
© Y - °

Trust Infrastructure (Stellar/Soroban)

The on-chain trust layer will run as Soroban smart contracts on the public Stellar network, organized into
per-geography sub-networks (e.qg., civitas:ke:* for Kenya, civitas:co:* for Colombia) under a global
governance layer. Two contracts form the core, the log witness and the trust registry; credential schemas

ride the institutions' DID logs, and status lists are served off-chain.

Stellar / Soroban E Never on the ledger
Institution (issuer) two contracts | holder identifiers - credentials - personal data
identifier: did:webvh B : the DID logs and schemas themselves
issues SD-JWT VC - W3C VC 2.0 admitted (KYB) Trust registry N )
bound to one Stellar account > records which institutions
recognized in the trust registry and registered are recognized; each entry holds: .
did:webvh identifier - status Exporter Verifier
Stellar account - nothing else signed snapshot (JWS): snapshot, checks the issuer's
SEP-57: any Stellar app can ask registry state Tk standing and the
reads the registry verified log heads pinnediey schema, by default
publishes its DID log, schemas free simulated query schema list per service from the snapshot:
a failed refresh ages the no chain access
— i at verification
Institution’s own host Log witness answer, never changes it
off-chain - default: the platform records: DID - attesting account self-hostable + status list check
DID log: signed history of keys attests the log version log version - time - nothing else
schema index and > no administrator - no upgrade
as immutable attested resources it stands behind only the bound account counts
signed status lists (IETF, W3C)
self-hosting possible

or reads the ledger directly: the verifier's choice,

status lists stay off-chain; lists for and the fallback when no fresh snapshot is at hand

credentials held by people never go on-chain

resolves each DID log, verifies it in full, matches its head to the attestation on the ledger

Why a forged log cannot pass unseen
a reader counts only the attestation made by the account the registry binds to that DID; changing that binding is a public write on the ledger that anyone can see

Figure 8. The trust layer on Stellar: an institution's DID log and schemas are served from the address its identifier names, the
Civitas platform by default, and the institution attests the log's version from its own Stellar account; the trust registry records
who is recognized; the exporter turns the registry and the verified logs into a signed snapshot; verifiers check that snapshot
with no chain access, and holder identifiers, credentials, personal data, logs and schemas never reach the ledger.

The log witness anchors each institution's identity history. In plain terms, every institution keeps its own
signed logbook of the keys it has used, which the did:webvh standard calls a DID log. Only that institution
can write in it, and anyone can check it. After each change, the institution records on the ledger which
version of its logbook it stands behind, through a small contract that nobody, Civitas included, can edit or
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upgrade. All institutions share this one contract, and an attestation counts only when it comes from the
Stellar account that both the trust registry and the logbook itself name for the institution. As such, a forged
copy of the logbook cannot pass as the original without a public change on the ledger that anyone can see.
There is no separate DID registry: the DID log carries each institution's key history, and the trust registry
below records which institutions are recognized. Holders do not have DIDs on-chain; their pairwise
identifiers are made for each relationship, kept for as long as that relationship lasts, and never published.

Schema publication rides the same DID logs: credential type definitions (field structures, attribute types,
versioning) are published as attested resources under the publisher's own did:webvh identifier, so a
schema carries the signed history of the institution that issued it and travels with that institution wherever
its identifier goes. Schemas are immutable by construction: a changed schema is a new resource, and
previous versions stay resolvable, so credentials issued under them still verify. A publisher can also mark
an older version as deprecated, which removes it from the catalog other services see. Issuers are bound to
their Stellar accounts through the SEP-57 identity-verifier interface.

The trust registry records which institutions are recognized as credential issuers. Each entry holds the
institution's did:webvh identifier, its status (active, suspended, or revoked) and the Stellar account it
controls; the keys with which an institution signs credentials are listed in its DID log, not in the registry. The
registry will also record verifiers, the roles and credential types each institution is approved for, its attribute-
access permissions, and the conditions of its approval. The registry will enforce attribute minimization: a
verifier will only be able to request attributes it has been explicitly authorized to receive for a given
credential type.

An issuer will be able to withdraw any credential it has issued, and verifiers will check withdrawal through
status lists. Each credential type will have one fixed-size list of status bits, published from the same bits in
two forms: the IETF Token Status List for SD-JWT VC credentials and the W3C Bitstring Status List for the
W3C forms. Each copy of a credential will be assigned its own index in the list at issuance, and
withdrawing a credential withdraws every copy. Checking a credential's status will require only fetching the
compressed list and reading a single bit; the host learns that a list was fetched, not which credential was
checked. The lists will be signed and hosted by the platform under each institution's own address, so
revocation does not depend on an issuer's operational capacity, and a verifier that cannot obtain a current
list will by default refuse the credential rather than accept it. Status lists for credentials held by people will
never be written to the chain; any on-chain use will be limited to lists for credentials issued to
organizations. Long-lived ledger entries, such as registry entries and log attestations, will be kept live
against Soroban's state-archival (TTL) expiry through scheduled renewal, so governance data does not

lapse into an archived state that must be restored before it can be read.

When a verification checks the issuer against the trust registry, it reads a signed snapshot of the registry
rather than the chain and touches no network, so verification latency is not governed by on-chain

settlement time. The read-only queries that build the snapshot are processed via simulated transactions,
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as are direct reads by other applications; both are free and near-instantaneous. Write operations (log
attestations, trust registry updates) incur Stellar's approximately five-second finality, but these writes are
non-blocking for the user experience. The network's geographic neutrality and low operational cost make it
well-suited for a multi-country deployment where no single government or institution should control the

trust infrastructure.

The Stellar Extension as Standalone Component

The Stellar Extension, the set of services through which the Civitas platform reaches the Soroban
contracts, is built to be independently deployable and self-hostable. Once the stack is released as open
source, a government, multilateral, or development organization will be able to run their own instance and
interact with the on-chain registries without any dependency on the Civitas platform. This is the technical
foundation of the toolbox's composability: a third party that self-hosts the extension will gain full access to
the trust registry and the schemas institutions publish — and full participation in the verification ecosystem

— without a Civitas infrastructure dependency.

+3 Orchestration and Agentic Goal-Path Engine

Goal-Path Logic

Civitas’ orchestration engine will convert a user's stated goal into an executable sequence of credential
interactions. A user who selects "get a microloan" or "renew my documentation" will not need to understand
the credential requirements of each institution, the sequencing of verification steps, or the data each
relying party will request. The orchestration engine will map the selected goal against country-specific rules
and service requirements, check what credentials the user already holds (without reading PIl), and generate
a step-by-step pathway showing what is missing and how to obtain, share, or verify it. Within a single
interaction, the wallet guides a holder from a missing credential to the interaction that issues it; the engine
extends this guidance to the whole path.
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Holder wallet - the holder’s path Issuers and verifier - reached from inside the wallet

Goal-path engine wallet capability
plans the whole path from the goal "open an account" before step 1,
orders steps 3 and 5, tracks progress

’
|
|
|
'
'
'

Horizon Bank - verifier

1 - Holder opens "Open a current account” screen 1 publishes the request ( Publishes the request "Open a current account” before step 1
the wallet reads Horizon Bank's published request for two credentials: L asks for Verified ID and Proof of Employment, each with the band it needs
Verified ID with the age band "18 or over"

Proof of Employment with the band "employed 6 months or more'

v

2 - Wallet compares the request with what it holds screen 1

finds neither credential; for each missing one it shows the issuer
L interaction that produces it: "Can be requested from"

‘ Civitas ID Verification - issuer
3 - Holder opens "ID Document Check” screens 2-5 holder captures the passport Runs the ID Document Check step 3 - screens 2-5
at Civitas ID Verification; the holder captures the passport in the issues Verified ID credential creates an applicant credential, checks the captured passport: result clear
document-capture flow; the wallet stores the Verified ID it issues then issues a Verified ID credential (12 attributes, age band included)
‘ A J
4 - Wallet returns to the bank’s request screen 6
marks one of two done; still points to the issuer of the second - ~
‘ Acme Logistics - issuer
5 - Holder opens "Get your Proof of Employment” screens 7-8 holder shares first and last name Issues a Proof of Employment credential step 5 - screens 7-8
at Acme Logistics; the holder shares first and last name from the after the holder shares first and last name from the profile credential,
issues the Proof of Employment
profile credential; the wallet stores Acme's Proof of Employment with employer, job title, employment type, start date, employment band
‘ A J
6 - Wallet shows consent, holder taps Proceed screens 9-10 Horizon Bank - verifier, then issuer of the account
back on the bank's request with both in place, the wallet lists:
6 of 12 attributes from Verified ID, 4 of 7 from Proof of Employment, presents attributes + two bands 7 - Verifies the presentation screen 11
with the age band "18 or over” instead of the birth date and the band verifies the signatures and reads the two bands, then checks
"employed 6 months or more"; on Proceed the wallet presents both issuers against the signed trust-registry snapshot: no chain access

& step 7 Horizon Bank verifies (right)

8 - Wallet stores the Current Account credential screen 12 )‘ issues Current Account credential ( 8 - Issues a Current Account credential screens 11-12
held on the device; the holder never left the wallet J L issues the credential to the wallet over OID4VCI

Credentials are issued as SD-JWT VC over OIDAVCI and presented over OID4VP; each issuer is checked against the trust registry on Stellar through its signed snapshot

Figure 9. One use case end to end: a holder opens a bank account from the wallet. The bank asks for two credentials the
holder does not have; the wallet finds the issuer of each one in its catalog, obtains both, then presents them, disclosing only
that the holder is 18 or over and has been employed long enough. The bank checks both issuers against the registry
snapshot without touching the chain. The goal-path engine at the top plans the whole path in advance.

A person collects and submits the required credentials for their Horizon Bank account application. The screens are
illustrative.

o The bank’s request — a The ID check starts —

“  Horizon Bank asks for two credentials. ** The applicant credential is shared with

10 Document Check

N

0@
Opena cument account

g, BOth @re missing, and each points to e the ID Document Check, which will

walle,We check o veified dentiy documen and document with the Onfido flow, hen share your
pplicant credentil o tart he check.You

soemeremenesiet the interaction that issues it . return a Verified ID
@ veeano @ oomiom °
@ verteao

JP——

Get your roof of
Employment
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e Choose the document —

The holder picks the issuing country and the document
type

e Verified ID issued —s

The document check clears and the
credential arrives in the wallet

0 Ask the employer —

~ Acme Logistics asks for the name from
the profile credential

Getyour Proaf of Employment

You Will Receive

JA—

o Consent, identity —

~ 6 of 12 Verified ID attributes are
shared. The holder sees the birth date,
and the bank learns only that the holder
is 18 or over

Proof of Employment
f Employ o
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° Capture it —

The passport photo page is captured on the device and
sent for the check

e One of two done —

_ ™ Back on the bank's request, the second
credential still points to its issuer

Vou Wil Share:

B et tmiomen
e Proof of Employment issued —

The employer issues the credential to
the wallet

Proofof Employment

@ Consent, employment —

o _ " The bank learns only that employment
has lasted six months or more. The

empoy

s figure itself is not shared
o v .

You Wil Receive




m The bank decides — @ Account opened

It verifies both credentials and their - The new credential is in the wallet
issuers, then issues the Current .

Account credential

Goal paths will be informed by three inputs: the selected goal, the user's wallet context (credential state,
location, legal status, prior activity), and the service requirements of relevant issuers, verifiers, and service
providers. Reasoning over wallet context will happen on-device where possible, maintaining the user's
momentum toward their goal by seamlessly working through the underlying process. Where server-side
processing is required — for instance, to query a service provider's current acceptance criteria — only the

minimum necessary, non-identifying information will be transmitted.

Goal paths will adapt as context changes. If a document expires mid-journey, or the user moves to a new
location, the engine will reconfigure accordingly — an important property for mobile populations for whom

a change in location can alter credential requirements entirely.

Agentic Capabilities

The orchestration engine will include an agentic layer that extends goal-path execution from a guided step-
by-step experience to a conversational, proactively executed one. The wallet agent will learn the user's
goals, monitor credential state, and act on their behalf — within explicit consent boundaries — to keep

documentation current and goal paths progressing.

4. THE CIVITAS OPEN-SOURCE TOOLBOX




"I want to open a bank accoun'r"]

said or typed in their own language
the assistant asks only what the plan needs

ST “the'goal, nothingélse” ~ ~ -~~~ """ TTT oo Tooo oo o oo oo m o mmmm T ST JR Y
: Cloud-portable services - any provider, incl. open-source models |
1
! 1
i | 1-understand - language model 2 - Look up the rules - retrieval 5 - Explain - language model 1
: turns the words into a goal the engine a curated base of service requirements the next step in plain words, in the local :
: knows: open an account, Kenya, this bank and local rules, per country: this bank's ask language, at the reader's literacy level :
I
' /
Bttt therequirements™ -~~~ """ """ T T T~~~ ? “““““““““““““
the device boundary
: ) A
On the device - the holder’s wallet the next step, as a plain fact the explanation
3 - Compare - goal-path engine 4 - Plan - goal-path engine 6+ Act
what the goal needs against what the orders the missing steps: the Verified ID, the person does the step in the wallet,
wallet holds, by credential type, without then the Proof of Employment, then both or the assistant does it within the scope
reading personal data: both are missing to the bank with age and employment bands the person granted; every action is logged
nothing missing T
check again: a credential arrived, a document expired, or the person moved
b P Crosses the boundary: the goal, the country, the names of missing credential types.
[Goal reached: credential in the wa"ef] Never: credential values, identifiers, the wallet's contents. Wallet context never leaves the phone.
L The engine plans the whole path in advance and reasons on the device. )

Holds whatever the model concludes

Delegation scope, revocable Bound by the interaction’s rules and consent

which credential types, to which verifier classes, for which goal paths, the verifier sets which attributes its interaction asks for; the wallet

and for how long; outside it the assistant asks the person each time presents only those, and only after the person proceeds through consent
Retrieved content is data, never instruction Logged on the device

requirements, verifier requests and guidance pages cannot steer every assistant action is recorded where the person can read it;

the assistant into disclosing more than the person allowed consequential decisions stay with the person

Figure 10. The user journey assisted by agentic goal paths: the person states a goal, cloud-portable services turn it into a
goal the engine knows and look up the local rules, and the goal-path engine on the device compares that against the wallet
and orders the missing steps. Only the goal, the country and the names of missing credential types cross the device
boundary.

The agent will provide:

Conversational interface: A chat-style interaction that will guide users through goal paths in plain language,
adapted to local language and literacy level. The interface will abstract the complexity of credential

management and bureaucratic requirements.

Proactive notifications: The agent will monitor credential expiry dates, upcoming renewal deadlines, and
changes in service requirements, and notify users before these become blockers. Where a remediation
goal path exists, and user consent has been obtained, the agent will be able to launch it directly.

Goal-path execution: For steps where the user has authorized agent actions, the agent may be able to
execute and maintain a log of interactions — requesting credentials from issuers, presenting proofs to
verifiers, completing eligibility checks.
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Retrieval-grounded reasoning: The agent will use retrieval over a structured knowledge base of service
requirements, eligibility rules, and local regulatory context to ground its recommendations in accurate,

current information.

Agent-mediated presentation will operate strictly within a pre-authorized consent scope. Before the agent
may present any credential without a per-interaction prompt, the holder would grant a bounded, revocable
authorization specifying which credential types may be presented, to which classes of verifier, and for
which goal path(s); anything outside that scope would fall back to explicit per-interaction consent. Every
agent-initiated presentation would be logged on-device and be auditable by the holder, and the
authorization could be withdrawn at any time. Because the agent will consume external content — service
requirements, verifier requests, goal-path guidance — it will itself be a target for prompt-injection aimed at
inducing over-disclosure; the agent will therefore treat all retrieved content as data rather than instruction,
and disclosure will be bounded, regardless of the agent's reasoning, by the parameters the verifier defines
for each interaction and by the wallet's consent, given per interaction or through the bounded authorization
above (Section 4.2): the agent will not be able to present an attribute the interaction does not ask for, nor
one the holder has not approved. The governance of agent-mediated verification is an open area (Section
5.5); the constraints above are the platform's current position pending further R&D, external advice and

emerging standards.

These capabilities will be implemented using cloud-based language models and workflow orchestration
services. The implementation will be cloud-portable: capabilities will be defined at the functional level
(conversational reasoning, retrieval-augmented generation, workflow orchestration, model evaluation and
tuning) and will not depend on any single cloud provider's proprietary APIs. Implementing partners in
different geographies or under different procurement constraints will be able to deploy the agentic layer
against the infrastructure of their choice, including open-source model stacks.

The agentic orchestration engine will be part of the Civitas open-source stack.

24 Resource Center: Content Platform with Wallet
Connectivity

The Civitas Resource Center will be a content platform designed to be accessible to implementing partners
with limited technical capacity. It will provide a structured, localizable content layer — a documentation
directory, a service directory, and goal-path guidance — with backend connectivity to the Civitas wallet and
orchestration engine.

The key distinction from a static information portal is that the Resource Center will enable a user to
become informed and act upon that information through the wallet. A user reading about a service will be
able to initiate the relevant goal path directly from the Resource Center, carrying their credential context
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into the wallet flow without re-entering information. The content and action layers will be connected; the
information and the pathway to act on it will exist in the same experience.

Implementing partners will configure content and goal-path connections through a configuration interface
without requiring direct access to the credential infrastructure. The content layer will be open-source under
a Creative Commons license, facilitating a developer ecosystem with appropriate safeguards in place to
ensure the continuous improvement of the user experience and program impact. The backend connectivity
APIs that will link content delivery to the wallet and orchestration engine will be part of the core Civitas
open-source stack. Implementing partners will be able to deploy the Resource Center independently,
connecting it to any standards-compliant wallet infrastructure, or as part of a full Civitas stack deployment.

+5 Composability of the Toolbox

The four components will be independently adoptable, interoperable, and incrementally composable. A
government agency that already operates its own digital wallet will be able to adopt the Civitas Consoles
and the Credentialing Suite's trust infrastructure — specifically the Service Console, the trust registry, and
schema/governance tooling — without replacing its existing wallet application. An international NGO will be
able to deploy the Resource Center connected to a third-party wallet infrastructure, providing structured,
wallet-connected content journeys without taking on credential issuance infrastructure. A development
organization building a new service in a geography where Civitas trust infrastructure is already deployed
will be able to adopt the orchestration engine as a standalone component, routing users to issuers and

verifiers already in the ecosystem.

The components will share a common standards foundation — IETF SD-JWT VC and W3C Verifiable
Credentials, DIDs, OID4VCI/OID4VP — so they will compose cleanly regardless of which implementing
partner deployed each one. The governance layer (trust registries, schema publication, KYB processes) will
apply across the ecosystem, ensuring any combination of components operates within agreed rules. The

Stellar Extension behind these registries will be deployable by any ecosystem operator.

+6 Credential Chain Continuity

The Civitas platform will address the lack of credential continuity for displaced populations through an
innovative credential chain continuity model. Rather than treating each credential as independent, the
wallet will maintain a local credential graph — the set of credentials the user holds, their validity status,
their relationships to each other, and their position in the sequence of legal status documents that
characterizes a particular migration or regularization pathway. The orchestration engine will reason over
this graph on-device, without transmitting it to any central system. When a credential expires or is
superseded, the engine will generate a goal path to obtain the successor credential before access is
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interrupted, and will be able to carry forward verifiable attestations from the prior credential that remain
relevant — employment history, program participation, financial activity — into the user's record under the

new document.

The privacy guarantee, that the credential graph stays on the device and is never sent to a central system,
will hold even as the system provides the continuity experience users need.

+7Standards and Interoperability

The Civitas platform will be built on the converging standards that define the emerging global DPI
landscape, so that it can interoperate with other compliant systems without requiring bilateral integration

agreements.

W3C Verifiable Credentials (VC Data Model): Credentials will be issued as IETF SD-JWT VC, with their
claims mapped to the W3C VC Data Model 2.0. For verifiers that need a W3C form, the same credential will
also be issued as VC 2.0 secured with VC-JOSE-COSE, as VC 2.0 with an ECDSA Data Integrity proof (using
the selective-disclosure suite for credentials that carry personal data) and, where a verifier asks for it, as VC
1.1 secured as a JSON Web Token, all signed with the same issuing key. Civitas-issued credentials will be
readable by verifiers that implement the same open standards, without calling a Civitas API.

Decentralized Identifiers (DIDs): The platform uses did:webvh, did:web extended with a verifiable, tamper-
evident key history, for institutional identities, and pairwise identifiers for holder-to-institution relationships:
one per relationship and never published, so an institution recognizes a returning holder and a different
institution sees a different identifier. did:webvh is preferred over plain did:web because it provides an
auditable log of key rotations rather than allowing the controller to silently replace the DID document. A
credential names its issuer by the institution's did:webvh identifier, and resolving it provides the current key
material from the institution's own signed DID log; for verifiers that do not resolve DIDs, the same keys are
published as issuer metadata at the institution's web address, and X.509 certificate chains will be added
for ecosystems that require them. A credential verifies while the institution's current DID document lists the
key that signed it: at a routine rotation the old key stays listed until the last credential it signed has expired,
while a key found compromised is removed at once, every credential it signed is rejected, and its holders
are re-issued. The log witness contract records which version of its DID log each institution stands behind.
The trust registry (Section 4.2) is the authoritative recognition anchor: it records which institutional DIDs
are recognized and their authorization status, and each sub-network will govern a registry of its own. The
two are complementary: the registry governs recognition, the DID log provides keys.

0ID4VCI / OID4VP: OpenlD for Verifiable Credential Issuance 1.0 and OpenlD for Verifiable Presentations
1.0 will be the wallet protocols for all credential exchanges, aligned with the OpenID4VC High Assurance
Interoperability Profile (HAIP): access tokens are bound to a key the wallet holds (DPoP), presentation
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requests are signed by the verifier and expressed as Digital Credentials Query Language (DCQL) queries,
and presentation responses are encrypted to a key the verifier creates for that request alone. The verifier-
defined disclosure parameters described in Section 4.2 will be encoded as DCQL queries. These are the
protocols around which major identity ecosystems, including EUDI, are converging.

SD-JWT: Selective Disclosure JWT, in its SD-JWT VC profile, will be the IETF credential form, providing
attribute-level selective disclosure with a simple, auditable structure. Its presentations are linkable across
verifications, because the issuer signature is re-presented unchanged each time, so a credential shown to
many verifiers needs a second mechanism in order to prevent colluding verifiers from building a composite
profile (Fett, Yasuda and Campbell, 2025). Two approaches to that unlinkability are under research. The
first is an unlinkable signature scheme in the BBS+ family (Looker et al., 2026). The second is a zero-
knowledge proof layer over the SD-JWT credential itself, which would bring unlinkability to the standard
format without a second credential type (Paquin, Policharla and Zaverucha, 2024; Frigo and shelat, 2026).
Neither is chosen: they are being compared on proof size, proving time and memory on the low-cost

handsets our users carry. Until one is selected, the platform limits linkability as described in Section 5.1.

ISO mDoc: Support for ISO/IEC 18013-5 mDoc format is on the roadmap, enabling interoperability with
government-issued mobile credentials in jurisdictions that have adopted this standard.

GovStack: The platform will be aligned with GovStack's Identity Wallet building block specification,

facilitating adoption by governments already investing in these frameworks.

+& Licensing

The Civitas IP strategy is organized around a two-tier model that reflects the obligations that come with
public and philanthropic investment in DPI. The open-source release will be progressive, starting in 2027:
components will be published as they are completed, and those still in research, such as the goal-path

engine and the Resource Center, when they are built.

Tier 1 — Open-source core (Civitas): The core credentialing stack, the orchestration and agentic goal-path
engine, the Resource Center content platform and wallet connectivity APls, and the issuer, verifier, and
wallet interfaces will be published under an open-source license. The recommended license for Tier 1 is
Mozilla Public License 2.0 (MPL 2.0): it provides file-level copyleft (improvements to existing files must be
shared back under MPL 2.0, while larger works combining Civitas code with other software may remain
under their own license), is compatible with commercial use and proprietary combination, and is consistent
with the approach of comparable DPI/DPG projects such as MOSIP. The exchange protocol core (OID4VCI,
0ID4VP and DCQL) and the credential signer will be released as separate MPL 2.0 packages that any host
can embed or run as a standalone service.
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Tier 2 — Open content (Civitas): The governance and compliance frameworks (KYB processes, trust
registry tooling, consent and safeguarding policies), the Resource Center global design patterns, goal-path
UX structures, content schemas, and localization frameworks will be published under Creative Commons
Attribution 4.0 (CC BY 4.0). This license requires attribution, permits commercial reuse and adaptation, and
is the standard for open educational and policy content in the DPI ecosystem.

. N (L N
Tier 1 - Open-source core Tier 2 - Open content
Mozilla Public License 2.0 (MPL 2.0) Creative Commons Attribution 4.0 (CC BY 4.0)
® core credentialing stack ® governance and compliance frameworks
® orchestration and agentic goal-path engine ® Resource Center design patterns
® Resource Center content platform ® goal-path UX structures
® wallet connectivity APIs ® content schemas
e issuer, verifier and wallet interfaces ® |ocalization frameworks
changes to existing files are shared back; attribution required;
larger works may keep their own license commercial reuse and adaptation permitted
o O\ J

Released as open source progressively, starting in 2027

Figure 11. What will be open, and under which license: the software of the stack under MPL 2.0, the governance frameworks
and content under CC BY 4.0.

Positioning as DPI, with a view to recognition as a Digital Public Good (DPG): The Civitas open-source stack
— Tier 1 and Tier 2 — is designed to function, once released, as Digital Public Infrastructure: freely
adoptable by governments, multilaterals, NGOs, and development organizations; standards-based and
interoperable by design; and governable at the ecosystem level through open trust registries and
governance frameworks. The licensing model is designed to support a mission-aligned developer
ecosystem, as well as government adoption. A government agency will be able to deploy, inspect, modify,
and redistribute the DPI stack under the terms of the applicable license, without restriction and without

dependency on Civitas as a commercial provider. Civitas plans to seek recognition of its DPI as a Digital
Public Good.
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05 Privacy, Security, and Compliance

51 Privacy-by-Design Architecture

The Civitas architecture is built so that privacy guarantees hold structurally, not just by policy. Three
properties define this:

No personally identifiable information on the public ledger. The Stellar/Soroban trust infrastructure holds
only governance-level data: trust registry entries and the log witness's attestations, in which institutions
name the versions of their own DID logs that they stand behind. The DID logs themselves, with the key
histories they carry, and the credential schemas institutions publish under their own identifiers stay off-
chain. Status lists for credentials held by people will never be written to the chain; the platform will publish
them off-chain as signed lists. No holder identifiers, no credential content, and no Pl are written to the
chain at any point. A regulator or technical reviewer will be able to verify this directly by inspecting the

contract code and on-chain state; it is not a claim that depends on trusting Civitas's internal practices.

Pairwise holder identifiers. Holders have no identifier on the ledger or in any registry. Each wallet-to-issuer
and wallet-to-verifier relationship uses its own pairwise identifier, created when the relationship starts, kept
for that relationship and never published. An institution therefore recognizes a returning holder, but an
issuer and a verifier cannot compare their identifiers to determine they are dealing with the same person.
The credential format adds a second consideration: an SD-JWT credential shown more than once carries
the same issuer signature each time, so colluding verifiers could link those presentations (Fett, Yasuda and
Campbell, 2025). Until an unlinkable format is selected (Section 4.7), the platform limits this in three ways:
timestamps in a credential are rounded to the day; the key that binds a credential to its holder is, by default,
not the key that identifies the holder's relationship with the issuer; and for sensitive credential types the
issuer issues single-use copies, or a separate copy for each verifier.

Disclosure under institutional control, consent in the user's hands. Selective disclosure parameters — which
attributes a verifier may request for a given credential type — are set by the institutional verifier and
enforced by the platform and by the trust registry itself, reflecting the reality that disclosure requirements
are typically set by regulation, not by user preference. Within those parameters, the user retains the final
say: a credential is shared only with the user's consent, given in the wallet for each interaction or through a

bounded, revocable authorization the user has granted (Section 4.3). No presentation happens silently.

Together these properties are designed so that the system can assert, as a matter of architecture rather
than promise, that it does not function as a centralized store of data on vulnerable populations — directly

addressing the surveillance and profiling risk that has made displaced populations and their advocates
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rightly cautious about digital identity systems (Human Rights Watch, 2021). The full data map, boundary by
boundary, is set out on our website, where readers can find more detail about the privacy architecture and

data boundaries.

52 Key Recovery and Wallet Restoration

A non-custodial architecture creates a structural tension: there is no central party who can reset a lost
credential, because there is no central party who holds it. For a population with high rates of device loss,
displacement, and device-sharing, this tension determines whether the system is usable in practice.

Civitas's approach offers two recovery paths, one by recovery phrase and one under research, recognizing

that no single mechanism suits every user:

Mnemonic-based recovery generates a 24-word recovery phrase at wallet setup. The phrase protects an

encrypted backup of the wallet's keys and credentials, kept in the holder's own cloud storage. A user who
loses a device restores the wallet on a new device with the phrase together with that backup; the phrase

alone does not bring credentials back. This is the default SSI industry pattern and requires no third-party

dependency, but places the burden of safekeeping a written phrase on the user — a meaningful usability

cost for a population that may lack secure physical storage.

Cryptographic recovery (e.g., with Badge) potentially offers a lower-friction alternative that does not trade
away the non-custodial principle. Privacy-preserving authentication methods derive a cryptographic key
pair directly from a biometric scan at the moment of enrollment using fuzzy extraction, then discard the
biometric input and the private key immediately — no biometric template, password, or secret of any kind is
stored anywhere (Badge Inc., 2024). On recovery, the user would present the same biometric factor,
Badge's algorithm would re-derive the same key from it, and that key would be used to retrieve the user's
encrypted credential backup from their private cloud account. The mechanism is cryptographic, not
biometric storage: there is no central database of biometric data to breach. This would give users a
recovery path that doesn't require managing a written phrase, without reintroducing the centralized-

honeypot risk the wallet's architecture is otherwise designed to avoid.

Two limits of this mechanism are acknowledged. Biometric re-derivation has a non-zero false-reject rate
that may be higher for users in poor capture conditions, so mnemonic recovery is retained as a parallel
path rather than replaced. And because Badge would be a third-party component in an otherwise open
stack, its construction will be subject to independent security review, and the recovery flow will degrade

gracefully to the mnemonic path if the Badge service or the user's encrypted cloud backup is unavailable.

In both paths, a restored wallet resumes its existing relationships with issuers and verifiers. Credentials
restored from the backup remain valid and can be presented again; where a credential cannot be restored,
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the holder can ask its issuer to issue it again. Recovery restores access without any central party holding
the holder's credentials.

55 Computation Locality

The default design principle is that reasoning over a user's wallet context — credential state, goal-path
position, location — happens on-device. The orchestration engine and the agentic layer (Section 4.3) are
specified to perform this reasoning locally wherever possible, so that the data informing a user's next step
does not need to leave their device to produce that step.

This default cannot be absolute. Some functions are not meaningfully achievable on-device: querying a
service provider's current eligibility criteria, or resolving a schema published under an institution's own
identifier. Where server-side or cloud-side processing is genuinely required, the architecture will constrain
what crosses the device boundary to the minimum necessary, non-identifying information — never raw
wallet content, and never information that could re-identify the holder when combined with other signals
available to the receiving system. This follows the same standard GDPR Recital 26 applies to
anonymization more broadly: data is treated as carrying re-identification risk if identification is "reasonably
likely" given the means available to a recipient, not only if a direct identifier is technically present
(Regulation (EU) 2016/679, Recital 26; European Data Protection Board, 2025).

This is an architectural commitment to be refined as implementation proceeds, not a fully closed technical
specification. The boundary between what stays on-device and what may be processed server-side as
anonymized aggregate will be documented precisely as each component of the agentic layer is built.

s+ Standards Compliance

Civitas is designed to meet the compliance expectations of the jurisdictions and partner types it operates
in, recognizing that these expectations differ by counterparty.

For Civitas, as a DPI provider whose stack will be released as open source, the principal compliance
commitments are GDPR-aligned data minimization and purpose limitation in any data the platform itself
processes, and country-level adaptation of consent and safeguarding frameworks to local regulatory
requirements (Section 4.8). Because the architecture is designed not to centralize personal data, Civitas's
own compliance surface is deliberately narrow.

Data residency, where required by a specific partner's regulator, will be handled at the deployment level

rather than assumed centrally: implementing partners and enterprise customers will be able to specify
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regional data processing and storage requirements as part of their commercial agreement, consistent with
how comparable identity-verification vendors handle multi-jurisdictional deployment today (Persona, 2026).

55 Governance of Agentic Actions

The agentic orchestration layer will operate under a governance framework that ensures Al agents act
strictly within the bounds of user-authorized authority. Governance will be achieved through authenticated
delegation, which binds agent actions to a verifiable credential that identifies the human principal, the
scope of delegated authority, and relevant time or transaction limits.

This is an active area of standards development. Recent work on authenticated delegation proposes
extending OAuth 2.0 and OpenlID Connect with agent-specific credentials that name the human principal,
the scope of delegated authority, and a time or transaction limit — producing an auditable chain back to the
person who authorized the action, rather than treating the agent as an independent actor (South et al.,
2025). Sector-specific guidance is converging on the same pattern: Singapore's Cyber Security Agency
addendum on agentic Al recommends a trusted agent registry and short-lived, narrowly scoped credentials
for any agent acting with delegated authority, and advises against an agent extending its own privileges

without renewed authorization (Cyber Security Agency of Singapore, 2026).

Civitas's agentic layer is designed around this delegation model rather than around standing, broad
authority. Specific goal-path actions — requesting a credential, presenting a proof, completing an eligibility
check — will be pre-authorized individually by the user, with the scope and duration of that authorization
bounded and recorded. The agent will not hold a general mandate to act however it judges best; it will
execute specific, user-approved steps and surface anything outside that scope back to the user rather than
improvising. As standards in this space mature — particularly around interoperable delegation credentials
that would let an agent's authority be verified by a third party without re-establishing trust from scratch —
Civitas expects to adopt the converging pattern rather than maintain a bespoke one.
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06 Cross-Network Interoperability

e1 The Sub-Network Model

The Civitas trust infrastructure will be organized as a set of sub-networks, each typically scoped to a
municipality, country or region (for example, civitas:ke:* for Kenya, civitas:co:* for Colombia), operating
under a global governance layer, and each can be white-labeled for its operator. A sub-network is not
merely a namespace; it is an ecosystem with its own dedicated ecosystem administrator, who will exercise
real governance authority over that ecosystem: determining which entities are admitted as issuers or
verifiers, maintaining the sub-network’s trust registry, defining the standard credential schemas in use
locally, and integrating custom connectors into the partner marketplace. The administrator will also have
oversight of aggregate, anonymized activity across their sub-network — the visibility a national regulator or

lead implementing partner needs without requiring access to any individual's data.

This design exists because identity governance is not, and should not be, uniform across jurisdictions. A
government deploying Civitas as national DPI needs confidence that it — not a foreign administrator, and
not Civitas centrally — controls who can issue and verify credentials within its borders, what schemas are
recognized, and how its trust registry is governed. The sub-network model will give every implementing
government or lead partner that control while keeping the underlying protocol, credential format, and
verification logic identical across every sub-network.

2 Interoperability by Default

Sub-networks are not isolated. They interoperate with each other and with the global network by default,
not as a bolted-on bridge. Because every sub-network runs the same protocol stack by construction, a
verifier in one sub-network can resolve and verify a credential's cryptographic validity regardless of which
sub-network issued it, without custom integration work: every sub-network uses the same standard
credential forms, DID methods and OID4VCI/OID4VP exchange flows. The hard interoperability problem the
field generally faces, of bridging incompatible credential formats and trust models across ecosystems
(Section 2.3), does not arise between Civitas sub-networks, because they share one technical foundation
by construction.
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Kenya sub-network Colombia sub-network

civitas:ke:* - its own administrator and trust registry civitas:co:* - its own administrator and trust registry
v, O v,
moves
ga —
issuer the credential the same credential YERTED
recognized in the Kenyan the same standards in every sub-network no re-issuance, no bridge checks the issuer against
trust registry the signed registry snapshot
Verifiable anywhere, by construction Accepted for this purpose? a governance decision
the signature and the credential's status check out in every sub-network of the Colombian sub-network, published in its trust registry
without custom integration as machine-readable acceptance

Every sub-network runs the same standards: SD-JWT VC, issued over OID4VCI and presented over OID4VP with DCQL queries.

Figure 12. Interoperability by default: the same credential, presented in the sub-network that issued it and in one that did not.
Every sub-network runs the same standards, SD-JWT VC over OID4VCI and OID4VP, so the Colombian verifier confirms the
signature, the revocation status and the issuer's standing without custom integration. Whether the credential is accepted for
a given purpose is a governance decision of the Colombian sub-network, published in its registry as machine-readable
acceptance.

What differs sub-network to sub-network is governance, not protocol: whether a given issuer is recognized
in another sub-network's trust registry will be a governance decision, made by that sub-network's
administrator, separate from whether the credential is cryptographically verifiable. This separation is
deliberate. A Colombian verifier should always be able to cryptographically confirm that a credential was
genuinely issued by a named Kenyan issuer and has not been revoked; whether that Colombian verifier's
regulator or business policy chooses to accept a Kenyan-issued credential for a given purpose is a
separate, and properly sovereign, decision for the Colombian sub-network's governance to make.

Beyond the Civitas network, interoperability will rest on the same open standards rather than on Civitas-
specific integration. Credentials issued in SD-JWT VC form over OID4VCI and OID4VP will be readable by
standards-compliant wallets and verifiers that resolve the issuer's identifier, and the recognition of issuers
governed by other networks will be queried through the Trust Registry Query Protocol of the Trust over IP
Foundation and through OpenlID Federation. An institution's offer opens the Civitas ID App where it is
installed and works with any other standards-compliant wallet where it is not; such a wallet can also start
an issuance itself, and it shows the same card, because the issuer's display data travels in standard issuer

metadata.
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: Recognition across networks

: the verifier's network asks the Civitas trust registry whether it recognizes this issuer, and for what: Trust Registry Query Protocol v2.0 (Trust over IP)

i the trust chain between the two networks' entities: OpenID Federation 1.0; both served by the recognition gateway over the registry state
\

________________________________________________________________________________________________

Nothing here is a Civitas-specific integration: standards-compliant wallets and verifiers read the credential as issued.

Figure 13. Beyond the Civitas network: a credential issued in a Civitas sub-network in SD-JWT VC form, over OID4VCI, travels
in the holder's wallet and is read as issued, over OID4VP, by standards-compliant verifiers that resolve the issuer's identifier.
Whether the verifier's network recognizes the issuer, and for what, is answered by the Civitas trust registry through the Trust
Registry Query Protocol and OpenlD Federation rather than through a Civitas-specific integration.

&3 Known Ecosystem Limitations

This model gives a migrant whose credentials were issued in one sub-network a meaningful, verifiable
record that travels with them: the credential can be cryptographically validated anywhere a Civitas-
compatible verifier operates, and its provenance — which issuer, under what schema, with what
authorization at time of issuance — will be auditable from any sub-network. This is a stronger starting
position for cross-border continuity than most identity systems offer today, where a credential issued in

one country is often simply illegible to institutions in another.

The next layer is automated cross-sub-network recognition: a standard mechanism by which a verifier's
sub-network can express, in a machine-readable and queryable way, which other sub-networks' issuers and
schemas it accepts, and under what conditions, so that a verifier doesn't need a bilateral governance
arrangement with every other sub-network it might encounter credentials from. Cross-sub-network
acceptance is a governance and policy question resolved case by case between implementing partners
and regulators, the same way credential acceptance is negotiated in any cross-border context (Section
7.1). A standardized, queryable recognition layer on top of the existing trust registry architecture — so that
policy decisions about cross-border acceptance are expressed in the same machine-readable form as

everything else in the trust layer — is intended to resolve this issue.
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07 Risks and Mitigations

The following risks arise from the nature of the infrastructure being built, the ecosystem in which it must
operate, and the populations it serves. Delivery-stage risks are tracked on our website, where readers can
find more detail about each risk and how it is mitigated.

71 Credential Acceptance and Regulatory Recognition

The value of a credential is determined by which institutions will accept it, and what for. For example,
verifiable credentials may or may not be acceptable under KYC/AML rules for different countries. Cross-
sector acceptance — the question of whether a temporary protection credential can satisfy a KYC
framework not designed with that document type in mind — often requires policy change and ecosystem
engagement.

72 Privacy, Surveillance, and Data Misuse Risk

The populations this platform serves have well-founded reasons to distrust digital systems that collect
data about them. Misuse of the infrastructure could cause real harm and undermine trust in digital identity
systems for displaced populations more broadly. The privacy-by-design architecture described in Section
5.1 is the principal technical mitigation: issuers cannot track where credentials are used (No Phone Home),
no credential content is stored centrally, and consent is action-based and on-device. The on-device consent
property holds structurally rather than depending on any individual actor's good faith, and the no-central-
store property is designed to hold in the same way. The governance risk — that implementing partners or
ecosystem administrators might attempt to use the platform in ways inconsistent with its design intent —
is mitigated by architectural choices that prevent function creep at the infrastructure level, and will be
further mitigated by the governance and safeguarding framework (Section 6.1). However, no technical

architecture eliminates governance risk entirely, and ongoing vigilance is required.

75 Standards Fragmentation and Ecosystem Lock-in Risk

The verifiable credentials ecosystem is converging but is not perfectly harmonious. Credential formats, DID
methods, exchange protocols, and trust frameworks are each at different maturity levels in different
jurisdictions, and a platform built too tightly around any one ecosystem's current choices risks
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incompatibility with others. The Civitas architecture mitigates this through the pluggable backend model
(Section 4.1), format-level flexibility (IETF SD-JWT VC and the W3C VC forms, the two unlinkability tracks
under research, and future mDoc support), and the decision to use did:webvh and 0ID4VCI/OID4VP rather
than proprietary or ecosystem-specific alternatives; OID4VCI/OID4VP are the protocols around which major
ecosystems including EU Digital Identity are converging. The risk is not eliminated: a significant standards
bifurcation, or a rapid shift in which protocol the major wallet ecosystems adopt, could require architectural

adjustment.

7+ Geopolitical and Institutional Stability Risk

A change in government policy, a funding cliff at a key partner, or a shift in multilateral priorities could
materially change country-level deployment plans. Once the stack is released as open source, its
independently deployable architecture will mean that no single government relationship is structurally load-
bearing: an implementing partner will be able to operate the stack without Civitas's direct involvement. In
the near term, the risk is managed through deep institutional relationship-building, and Civitas offering an

advisory role to implementing partners.
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08 Conclusion

The status quo for displaced and vulnerable populations is under-representation in foundational identity
systems; the fragmentation of their histories and track records across systems and jurisdictions; and the
inconsistent acceptance of their legal documentation by institutions. This keeps people trapped outside
the formal economy of their host country, and dependent on a collapsing aid system. Climate change,
natural disasters and conflict will increase the rate of displacement and vulnerability in the coming decades
(World Bank, 2021).

Civitas proposes a sustainable and scalable alternative: open, interoperable infrastructure through which
verified history can travel with the individual. A non-custodial wallet gives people control of their
credentials; common technical standards allow those credentials to move between systems; trust
infrastructure allows institutions to establish who issued them and under what rules; and orchestration can
help people use them to navigate the services and administrative processes that matter to their lives.

Technology alone cannot make a credential valuable. Governments, financial institutions, employers and
service providers must be willing and legally able to recognize it. The challenge is therefore both technical
and institutional: to build open infrastructure that makes recognition possible, while establishing the

governance, regulatory frameworks and operating models that make it usable in practice.

Civitas is being developed as digital public infrastructure for governments, multilateral organizations, NGOs
and businesses to adopt, extend and interoperate, while preserving local control.

For displaced and mobile populations, Civitas should enable people to own their identities and use them to

unlock opportunity, stability, and long-term mobility—wherever they are.
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09 Glossary

This glossary defines the technical terms used in this paper. Further terms are defined on our website,

where readers can find the full, searchable glossary.

Credential formats and proof schemes

AnonCreds — A Hyperledger credential format built on Camenisch-Lysyanskaya signatures, the same family
behind Idemix. Supports native zero-knowledge predicate proofs, allowing threshold claims without revealing the
underlying value.

BBS+ — A signature scheme that lets holders disclose selected credential attributes while generating unlinkable
cryptographic proofs. It is one of the two approaches under research for cross-verifier unlinkability, although
disclosed attributes or higher-layer metadata may still enable correlation.

ISO mDoc / mDL — ISO/IEC 18013-5 standard for mobile identity credentials, commonly mobile driver's licenses.
Uses CBOR, a compact binary data format, and supports proximity presentation via NFC or QR.

JSON-LD — JSON-based Linked Data format used in W3C Verifiable Credentials to make credential attributes
machine-interpretable across systems.

SD-JWT — Selective Disclosure JSON Web Token. Enables attribute-level disclosure at presentation. SD-JWT
supports selective disclosure but does not itself make presentations unlinkable; linkability depends on holder
binding, disclosed claims, verifier policy and implementation choices. SD-JWT VC is its profile for verifiable
credentials, the IETF credential form Civitas issues.

Verifiable Credential (VC) — A W3C data model for a cryptographically verifiable digital credential. Contains
claims about a subject, signed by an issuer and presented by a holder to a verifier.

Verifiable Presentation (VP) — A package of one or more VCs, or derived proofs from them, presented by a
holder to a verifier and signed by the holder.

VC Data Integrity — A W3C specification for securing a verifiable credential with a proof carried inside the
credential itself. Its ECDSA suites include one that supports selective disclosure.

W3C VC Data Model 2.0 — The second major W3C Verifiable Credentials specification. Civitas issues credentials
in VC 2.0 forms, secured with VC-JOSE-COSE or with a VC Data Integrity proof, beside the IETF SD-JWT VC form,
and as VC 1.1 in JWT form where a verifier asks for it.

Identifiers and DID methods

DID — A decentralized identifier that does not depend on a central registration authority. A DID resolves to a DID
Document containing public keys and service endpoints.
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DID Document — The machine-readable document linked to a DID, containing authentication keys, service
endpoints and related metadata.

DID log — The did:webvh standard's term for an identifier's verifiable history: a file of log entries, one for each
version of the DID document, each chained to the one before by a hash and signed by a key the log already
authorizes, so no earlier version can be altered without detection.

did:webvh — A DID method extending did:web with verifiable, tamper-evident DID history. In the Civitas reference
deployment on Stellar, each institution also records on the ledger which version of its DID log it stands behind, in
the log witness contract.

Pairwise identifier — An identifier, typically a DID, created for a single relationship, such as holder-to-issuer.

Protocols and exchange standards

DCQL — Digital Credentials Query Language. Used in OID4VP to express verifier presentation requests, replacing
Presentation Exchange.

DPoP — Demonstrating Proof of Possession (RFC 9449). Binds an access token to a key the wallet holds, so that
a token intercepted in transit cannot be used by anyone else.

HAIP — OpenID4VC High Assurance Interoperability Profile. A profile of OID4VCI and OID4VP that narrows their
options for ecosystems that need high assurance, such as the EU Digital Identity Wallet.

0ID4VCI — OpenlD for Verifiable Credential Issuance. Standard protocol for issuing credentials to a wallet.

OID4VP — OpenlD for Verifiable Presentations. Standard protocol for presenting wallet-held credentials to
verifiers, with presentation requests expressed as DCQL queries.

SEP-57 — Stellar Ecosystem Proposal 57, which defines T-REX, a standard for regulated tokens on Stellar. One of
its parts is an identity-verifier interface that lets a Stellar application ask whether an account belongs to a
verified party. The Civitas trust registry implements that interface through the OpenZeppelin stellar-contracts
library, so any Stellar application can ask whether an account belongs to a recognized issuer.

SSI — Self-Sovereign Identity. An identity model where individuals hold credentials in a personal wallet and
control what they share, with whom, and when.

Trust infrastructure and governance

Civitas Consoles — The administration side of the platform, in two parts: the Ecosystem Console for ecosystem
administrators and the Service Console for institutions.

Credential chain continuity — The preservation of a user’s verified history as documentation changes, such as
moving from asylum seeker to refugee to resident status.

Ecosystem administrator — The entity governing a sub-network: admitting issuers and verifiers, defining
schemas, overseeing aggregate activity and managing the sub-network's own trust registry.
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Ecosystem Console — The environment in which an ecosystem administrator admits institutions, follows their
trust-registry status and governs the sub-network. It holds institutions, credential types and rules, and is
designed to hold no personal data and no per-person logs.

Fuzzy extraction — A cryptographic technique that derives a stable key from noisy biometric input without
storing the biometric itself. Used by Badge for privacy-preserving authentication, which Civitas is researching as
a second route to wallet recovery, alongside the recovery phrase.

Governance framework — The business, legal and technical rules for a credential ecosystem: who may issue or
verify which credentials, under what conditions, and with what accountability.

Holder — The individual who owns and controls credentials in a non-custodial wallet and authorizes

presentations.

Holder binding — Cryptographic binding of a credential to the holder’s public key, ensuring only the holder with
the matching private key can present it.

Issuer — An entity authorized to create and sign credentials after KYB registration in the trust registry.

KYB — Know Your Business. Due diligence process used to verify an entity before admitting it as an issuer or
verifier.

KYC — Know Your Customer. Regulatory identity verification requirement for financial institutions and other
regulated entities, usually applied together with anti-money laundering (AML) rules.

Log witness — A Civitas smart contract in which each institution records, from its own Stellar account, which
version of its DID log it stands behind. The contract has no administrator and no upgrade path. The name is
Civitas's own; it is distinct from the optional witness mechanism in the did:webvh standard, in which designated
witnesses co-sign new log entries.

MPL 2.0 — Mozilla Public License 2.0. Open-source license that provides file-level copyleft while allowing
commercial use and proprietary combination.

No Phone Home — The principle that verifying a credential must not require contacting its issuer at presentation
time, so that an issuer cannot track where its credentials are used. Fetching a status list or an issuer's keys is
not such contact: the request names no credential and no holder.

Non-custodial wallet — Wallet where private keys are generated and stored on the holder’s device, not by a third
party.

Schema publication — Publication of credential type definitions, including fields, attribute types and versioning;
in the Civitas reference deployment a schema is an attested resource: a document published off-chain under its
publisher's own did:webvh identifier,immutable by construction.

Service Console — The environment an institution works in. It has two parts: the Service Admin, where the
institution's owner creates its services and their DID logs, and the Service Dashboard, where the institution
defines its credentials and interactions and keeps the records of its own clients, in its own tenant.

9. GLOSSARY




Status list — A signed, compressed list in which each credential issued by an institution holds one bit recording
whether it has been withdrawn, so that validity can be checked without revealing which credential is checked.
Civitas publishes each list as an IETF Token Status List and as a W3C Bitstring Status List.

Sub-network — A Civitas term for a geographic or institutional ecosystem with its own administrator, its own
governance rules and its own trust registry.

Token Status List — An IETF format for a compressed list of credential status bits, used with SD-JWT VC
credentials.

Trust registry — On-chain record of recognized credential issuers. Each entry holds the issuer's did:webvh
identifier, status and Stellar account. It will also record verifiers, credential types, conditions and permitted
attributes.

Verifier — An entity that requests and validates credential presentations from holders.

W3C Bitstring Status List — Privacy-preserving revocation mechanism where each credential’s validity is
represented by a bit in a compressed list; used with the W3C credential forms.

Cryptography

Selective disclosure — Ability for a holder to reveal only selected credential attributes.

Unlinkability — The property that separate presentations of the same credential cannot be matched to each
other, so verifiers cannot combine them into a profile of the holder. Bringing it to the new credential formats is
under research, with two candidate approaches.

Zero-knowledge proof (ZKP) — A cryptographic method for proving a statement without revealing the underlying
data. A zero-knowledge predicate proves a condition on a value, such as being over 18, without revealing the
value.

Miscellaneous

DPI — Digital Public Infrastructure. Foundational interoperable systems for identity, payments or data exchange,
designed for public and private actors to build on.

DPG — Digital Public Good. Open, non-harmful digital infrastructure relevant to the Sustainable Development
Goals.

EUDI — EU Digital Identity. The European Union's framework for digital identity, built around the EU Digital Identity
Wallet.

GDPR — EU data protection regulation. Civitas is designed around data minimization, purpose limitation and
data subject rights.

Goal path — A step-by-step sequence of credential interactions that takes a user from a stated goal, such as
getting a microloan, to its completion, showing what is missing and how to obtain, share or verify it. The Civitas
orchestration engine will generate goal paths.
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PIl — Personally identifiable information. Data that identifies a person directly, such as a name or document
number, or that could identify them when combined with other data.

Prompt injection — Attack where malicious retrieved content tries to override an Al agent’s instructions. Civitas
will mitigate this by treating retrieved content as data and by limiting disclosure to what the verifier's interaction
asks for and what the holder approves in the wallet.

Retrieval-augmented generation (RAG) — Al architecture that grounds model responses in retrieved knowledge
base content at inference time.

Soroban — Stellar smart contract platform used for the trust infrastructure of the Civitas reference deployment:
the trust registry and the log witness run on it, while credential schemas ride the institutions' DID logs and status

lists are served off-chain.

Stellar — Public blockchain network used as the trust infrastructure backend of the Civitas reference
deployment, offering low-cost writes and fast finality.
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